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https://www.gogla.org/resources/consumer-protection-briefing-note-personal-data-privacy
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Data privacy risks for consumers and companies
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Source: Based on Venture Lab (2019)
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• Improve client understanding of contracts/ Terms of Service 

• Keep up with data privacy regulations 

• Build data privacy into product design 

• Improve accountability of agents 

• Improve accountability of partners 

• Improve security linked to processing personal data 

• Improve understanding of customer preferences about data 

privacy



Good practices to improve personal data privacy
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OGS companies with:
• Simple, small cash transactions (e.g. solar 

lanterns)
• Few external partners and a more centralized 

workforce (e.g. salaried sales staff)
• Simple customer journey with in-frequent 

touchpoints
• Minimal customer data – especially of sensitive 

or financial nature
• Robust data security policy and tools in place
• Small, low-profile company 

OGS companies with:
• High volume of digital payment transactions

• High number of external partners (e.g. 
distribution or after-sales service partners) and 

decentralised workforce
• Frequent and long-term customer touchpoints

• Collect sensitive or financial data from 
customers

• Lack of adequate data policy and security
• High-profile brand with large customer base

• Complex, vertically integrated business model





Improve OGS consumer 
contracts. 

✓ Make sure consumer 
contracts are complete 

and readable 
✓ Improve the delivery of the 

contracts

Improve mechanisms for 
consent. 

✓ Give OGS consumers 
choices 

✓ Protect consumers by 
default 

Empower OGS consumers 
to exercise their rights.

✓ Make it easy for 
consumers to access 

their data and enact their 
rights.



Minimize 
data footprint

Strengthen 
data security

Minimize the consumer 
data footprint to reduce 

exposure. 

✓ Conduct a legitimate 
purpose test 

✓ De-personalize 
consumer data

Train staff and agents on 
data protection 

practices.

✓ Data privacy modules 
into staff and agent 

onboarding
✓ Educate consumers

Strengthen data security 
for OGS companies and 

third-party providers.

✓ Implement quality data 
security software

✓ Digitize data collection 
and contracting 
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Thank you!
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